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Introduction

In most of the world, the internet is a part of daily life, but legal systems and law enforcement
practices are still adapting to the internet. One stumbling block to adapting policing research and
practice to the internet is a limited understanding of the various online information sources
affecting law enforcement and security. The internet is an information technology. Many laws
governing information and crime were developed under assumptions about information that may
no longer hold. Incorrect assumptions about information can frustrate police and criminologists
as they work to apply existing, otherwise valid, theories and practices in the new information
environment. Legal systems and law enforcement need to adapt their extant laws and policing
practices to the internet’s novel information topography.

This article explains new sources of online information law enforcement and criminology must
account for by explaining the three vectors of information, unique to the internet, that affect
public security. The taxonomy this article explains focuses on real-world, observable behaviors.
In other words, this taxonomy creates categories based upon observable behaviors, not
information technology. Although other technological taxonomies are referred to where
appropriate, information taxonomies reliant on technology do not map neatly onto real-world
behaviors. Some information vectors can use different underlying technologies to create the same
real-world outcome, while others use the same technology for different real-world outcomes. For
example, both phishing and vishing trick users into accidentally surrendering their logins, but
phishing uses email while vishing happens over the telephone.! Similarly, criminals and companies
both harvest online data using web scraping, but criminals use their web-scraped data to commit
crimes, while companies use their information to build market-share.?

This article organizes information collection into three groups based on how information collectors
acquire the information: 1) public information aggregation; 2) deception, coercion, and
inducements; and 3) information security violations (hacking). Each category poses challenges
and opportunities to law enforcement. No category maps neatly onto criminal behavior as defined
in most legal systems. Laws change from place to place and from time to time. Any taxonomy
that perfectly reflected a specific legal structure might lose its value when laws change or might
be worthless outside a specific jurisdiction. This taxonomy allows professional police and
criminologists to evaluate information-relevant practices without resorting to in-depth knowledge
of the base technology.

Different information sources have different security implications. Criminals using information for
crimes is an inherent problem, regardless of how the criminals acquired the information. How
police can interdict or exploit criminal information acquisition and use will depend on the
information source. Grouping information in a way that allows appropriate analytical comparisons
enables developing appropriate understandings of the new information technology. Criminals
collecting information from public directories is a materially different problem from criminals who
access confidential information in a private database.

Police and criminologists must account for the new information logics; others cannot do it for
them. Even if information professionals comprehend online information, information professionals
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do not have the depth of knowledge or experience to apply the internet’s information logics to
police science. At best, adjacent researchers may provide useful analogs that criminology could
apply. Scholars across disciplines must communicate with each other, but experts must still
integrate outside ideas into their calculations. Just as it is unfair to expect criminologists to
develop a keen understanding of information technology, it is also unfair to expect that
information experts will understand criminology.

This article addresses information as a function of policing or crime and leaves aside other roles
information could place in normal policing. Police may also order food online during late night
work, but such economic use parallels the ways non-police use the internet. While interesting
questions unto themselves, the purpose of police science is to understand crime and law
enforcement. Therefore, this article focuses on different information sources and how they may
be used to prepare for, commit, prevent, investigate, and prosecute crimes.

Discussion
Cyberspace as a Policing Space

Scholars and practitioners of police science should resist the understandable tendency to think of
cyberspace as primarily “the place where cybercrime occurs.” Many policymakers tend to view
policy questions primarily as challenges to overcome, or threats to dispense with. The pessimistic
tendency is especially strong in professional communities dedicated to security, like criminology,
because the profession exists to provide security. There is a natural tendency for national security
professionals to view cyberspace as a place for war, for cybersecurity professionals to view
cyberspace as cybersecurity vulnerabilities, and for criminologists to see cyberspace as the source
of cybercrime.® Cybercrime happens primarily in cyberspace, of course, but cyberspace is not
primarily a place for crime.

Cyberspace as a Commons

Cyberspace is a space for human activity of all sorts, of which crime is a small part. Information
passes through, inhabits, and defines cyberspace. Any activity using information will eventually
make its way online when people supplement traditional information technologies with the
internet for communication. Consequently, the internet hosts crime, but also social interaction,
commerce, and competition.

Policing provides security, but police can use cyberspace and information found therein beyond
merely providing security. Police are expected to help protect information from criminals, but
even criminals may use otherwise legal information in crimes. The information that may matter
in crime prevention may not include information protected under the law. Real-world crimes may
use online information and online crimes may use real-world information or happen primarily in
the real-world. Police can use online information in law enforcement, just as all other people use
the internet in their lives.

It may be useful to think of the internet as a constable in a nineteenth century small town might
have thought of the town square. The townsfolk would expect the constable to prevent theft in
the town square—especially on market days—but if the constable approached the square
primarily as a policing challenge, the constable would do more harm than good. Observing people,
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especially potential ne’er-do-wells, might tip the constable to upcoming crimes like bank
robberies. Speaking with townsfolk about their concerns provides information on the state of the
town, but also builds relationships that may be valuable in future investigations. People visiting
the square might be there to shop in a store or at a fair, and the constable might also purchase
goods that way. Smart constables would take crime in a public space seriously but would also
use it just as anyone else would use it.

For a small-town constable, the town would also be a partner in providing its security. The law-
abiding townspeople have just as much interest in protecting their security as the constable the
town employs. Townsfolk need not be as martially-minded as Northfield, Minnesota, who
famously fought off the James-Younger gang’s attempted bank robbery to take measures to
defend themselves.* Locking doors, reporting malefactors, and general personal security practices
all help the constable’s work. Members of the public participate in their security by cooperating
with police. Many of the institutions at the forefront of online security are non-governmental.
Even international terrorists online find both police and civilians cooperating to thwart terroristic
objectives.”

Technology Changes Caused Information Changes

The internet’s underlying technology operates under a fundamentally different logic from legacy
information technologies. Information still flows over the internet, much as it does over other
information technologies, but the way the internet passes information changes the ways people
can get information. Some of the logics that were true under legacy information technology
remain true with the internet, but some do not. Strictly using legacy information logics to think
about online information will be fruitless; creating novel logics where legacy logics apply wastes
time.

The internet’s main innovation in information technology is the use of self-routing packets across
an interconnected network. The Transfer Control Protocol/Internet Protocol (TCP/IP) breaks
information into packets that independently make their way through switches to their destination.
Self-routing packets disconnect information passage from the underlying geography. No two
packets need to take the same pathway from source to destination, making the network itself
reliable. When recipients acknowledge packet receipt, information transmitted online becomes
among the most reliable modes of communication.®

Computers enable the internet, and the internet makes computing more important for
information. Information can be widely available when online because reliably replicating
information at multiple locations is comparatively cheap.’ Digital information allows both simple
and complex digital information processing techniques like machine learning.® Computers are not
inherently secure against information theft, and stolen information of previously inconceivable
quantity and quality is increasingly a facet and source of online information.®

International Internet

The internet can bring all the world, for good and ill, into each jurisdiction. Before the internet,
transnational crime was usually limited to a few kinds of crimes or locations. Transnational
criminals might plausibly bedevil major ports or afflict currency trading, for example, but would
rarely if ever be a challenge to the average citizen. It was possible to have mail fraud across
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international boundaries, but international mail was costly, making defrauding laborers and
housekeepers unprofitable. Broadcasters could shill snake oil from transnational radio stations on
borders, but those stations’ reaches were limited and could be traced. Outside of national police,
customs agents, and intelligence organizations, police rarely encountered transnational crime.
Local police could rely upon the national government.

Online transnational crime now touches every jurisdiction and can impose tremendous costs. In
2020, cybercrime cost the global economy at least $1 trillion, or approximately 1 percent of global
GDP. 1% According to early estimates, cybercrime in 2021 could total $3 trillion and could reach
$10 trillion as soon as 2025, unless trends change. !t While high-profile cybercrime tends to afflict
large, multinational institutions, smaller organizations and individuals make up the most frequent
victims. In 2021, cybercrime attacked victims as far-flung as schools in Janesville, Wisconsin;
hospitals in Waikato, New Zealand; and banks in Lagos, Nigeria.!? Even crimes with long histories
in local jurisdictions, like stalking, can assume new nefarious characteristics when merged with
online information. 3

Police may also find that international criminals are not behind cybercrime, but other
governments’ agents. Many of the most capable and pernicious advanced persistent threats
(APTs) operating are government-sponsored. When a group attempted to steal nearly $1 billion
(successfully stealing $80 million) from the National Bank of Bangladesh using Society for
Worldwide Interbank Financial Telecommunications (SWIFT) transfers, analysis indicated a North
Korean, government-supported APT commonly called the Lazarus Group was responsible.*
Investigators believe that a People’s Republic of China (PRC) government-sponsored APT that
Microsoft calls Hafnium was behind the attack on Microsoft Exchange On-Premises servers that
impacted tens of thousands of mostly small businesses in 2020.%> The Russian APT that created
the costly and sophisticated custom tools used in the SolarWinds hack revealed in late 2020 were
probably government supported. ¢

The potential for a foreign government to be responsible for cybercrime increases the complexity
of protecting against cybercrime. When interrupting a home break-in, police are unlikely to
discover the intruder is a uniformed member of another government’s military, but an equivalent
outcome is possible, and sometimes even likely, online. Foreign government agents have
resources, including international protection from prosecution, that most criminals do not.'” Law
enforcement may need to account for the effects of international diplomacy on both their
investigations and their ability to protect potential victims in their jurisdiction. Law enforcement
has had to deal with international involvement before, such as the German police investigation
that revealed a Russian government plot. '8 Cybercrime increases the likelihood that police might
investigate a crime implicating a foreign government, with all the complexity such an implication
may entail.

Information Security Breaches (Hacking)

An information security breach, or “hacking,” is probably what most people think of when they
think of the challenge the internet poses to law enforcement. I use hacking in this article to mean
breaching one or more information security protections. Hacking has other meanings inside and
outside information, and some writers even use it to describe the information collection vectors
described above. In most common parlance and this article, information security hacking implies
a high degree of technological sophistication.
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Hacking Exploits Security Weaknesses

Hacking exploits technology weaknesses, including flaws in coding, configuration, and
implementation. Vulnerability exploitation includes vulnerabilities introduced by users themselves
and technological flaws in code known as zero-days, worms, trojans, and viruses. Vulnerability
exploitation sometimes requires special knowledge and may differ substantially from traditional
information collection. Vulnerability exploitation also requires no witting interaction with approved
users. Hackers can exploit vulnerabilities to collect information with reduced risk of alerting the
target. Thus, cybersecurity vulnerability exploitation appeals to actors attempting to collect
information clandestinely.

“Zero-day vulnerabilities” exploit weaknesses in computer code. Zero-days are probably closest
to what is popularly portrayed as hacking in fiction. Attackers can exploit zero-day vulnerabilities
despite the victim’s best efforts. Flawless cybersecurity hygiene and maximal defensive posture
cannot defend against weaknesses in the programs you use. Groups or individuals wanting to use
zero-days can employ researchers to look for zero-days, or purchase zero-days on the open
market.®

“Hacking as a service” allows actors to purchase capabilities they do not possess themselves.?°
Researchers only selling zero-days for legitimate purposes are called “white hats.” “Black hats”
will sell exploits to the highest bidder. Hackers can also learn many necessary skills for information
security vulnerability exploitation through zero-day markets.?! Increasingly, it is possible to simply
treat hacking like it were any other service and purchase it, allowing states to simply buy with
money a capability they have not developed themselves.??

Users create vulnerabilities by using poor information security hygiene, like not having a password
and improper configuration of security protocols. Even using weak or common passwords make
users vulnerable to exploitation, because malicious actors can guess the password easily. As late
as 2017, the two most common passwords were “123456" and “password,” which does not
provide much security.?*> Recommendations against using birth dates, names, names of family
members, or other closely associated words are intended to prevent people from creating easily
guessable passwords. Reusing passwords is nearly epidemic.?* Even when available, people will
opt not to use security-enhancing features like multi-factor authentication.?> Computing power
makes commonly reused passwords incredibly vulnerable to discovery, even if hackers do not
publish the passwords.

Sophisticated hackers can develop malware, which exploits either individuals or software to
introduce vulnerabilities to a system. Some malware, such as “China Chopper,” exist as tools that
hackers can use like thieves might use a crowbar.?® Other malware, such as “Sunburst” or
“Stuxnet,” are custom creations made for individual targets, though potentially useful on other
targets.?” In most cases, an unwitting stooge installs malware unaware of its real purpose, but
sometimes hackers can introduce malware directly, such as through software supply chains.?®

Ransomware is a type of malware that has become recently pernicious, costly, and effective for
criminal enterprises. Ransomware introduces a program to the victim’s computer that password-
encrypts the victim’s data. If victims pay a ransom, the hackers will provide the decryption
password for the encrypted data.?® In some instances, the hackers may leak stolen information
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if the victim does not pay the ransom.3® Over the past several years, ransomware has become a
rampant problem and has even been implicated in two deaths.3!

Criminals Use Hacking

Hacking is appealing to criminals because hacking often accesses information without the
information owner’s knowledge. Exploiting a zero-day vulnerability allows hackers access to
privileged information, no matter what information defenders may do. Unless the administrators
recognize that a breach has occurred through other means, the breach could well pass completely
undetected. The attackers who infiltrated the Democratic National Committee did so by exploiting
several zero-day attacks and were not found out for months.3? Malware victims must usually
install malicious software but usually do so without recognizing that the software they are
installing is malware. In either case, hackers good and malicious operate under a temporary cloak
of secrecy, that must be deliberately lifted allowing them time to slip away from detection.

Hacking by itself can be very profitable. Exploiting information security vulnerabilities has reliable
mechanisms that pay hackers. Information is inherently valuable to individuals and companies,
and unsurprisingly they will pay hackers to return it. Many companies even take out insurance
which will pay hackers for them, specifically to guarantee they will be able to pay criminals.3 The
owners of the Colonial Pipeline paid $4.4 million ransom to have their data restored.3* In some
cases, hackers can even transfer money directly to their bank accounts. Hackers were able to
steal more than $80 million directly from a bank in Bangladesh.3>

Hacking can also acquire information that allows other profitable crimes. Stealing a credit card
number or personal information can be profitable because criminals will purchase that
information, but such information is useful because it can be used in criminal enterprises to get
money. Hackers stole payment information from Home Depot and Target, and then were able to
use that stolen information to steal money from secondary victims.3¢ The credit data hackers stole
from Equifax were primarily useful because the data could enable either the hackers or their
clients to steal identities.>” Criminals may have motives other than profit but profit alone is
sufficient to ensure that cyberattacks for criminal enterprises will continue.

Police and the Public Use Hacking

Police use many of the same hacking tools for policing as criminals. Just as a wiretap is
technologically identical whether used for fraud or police surveillance, exploiting malware and
zero-days are identical whether used for licit or illicit purposes. What determines whether any
hacking is legal or not is whether the information collectors followed legal processes when
collecting information. When the FBI wanted to access encrypted iPhones used by the San
Bernardino shooters, it turned to a company specializing in “white hat” hacking.3® The FBI
collaborated with criminals and law enforcement around the world to seed criminal networks with
a corrupted messaging service to observe criminal communications.3® In both cases, law
enforcement behavior not only overlapped with crimes but was only distinguishable by the legal
sanction that proper police procedure provided.

The overlap between criminal and policing hacking is likely to be a consistent point of contention
complicating cooperation among police departments. If police, intelligence, and white hat hackers
develop tools for legitimate reasons, those tools can be misused for criminal purposes. Security
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researchers originally developed Cobalt Strike to test and improve security, but it has since
become a tool in criminals’ tool chests, t00.*° Some governments may develop and use tools to
target groups that not every government agrees is criminal, creating international friction. The
Chinese central government considers some groups like Uighur and Tibetan activists criminal
organizations and uses hacking tools to surveil those groups.* Whether tools or targets create
the contention, police and police science must actively grapple with this novel form of information
collection because it is so unlike anything before.

Law enforcement can partner with other groups working to ensure security. Many companies and
organizations exist to defend cybersecurity, and frequently better understand cybersecurity than
many police. Security researchers called “white hats” look for information security vulnerabilities
to fix those weaknesses, exactly like criminals—"black hats”"—who use vulnerabilities to commit
crimes.*? Large technology companies like Microsoft, Apple, and Google all maintain cybersecurity
researchers. Smaller companies exist exclusively to provide cybersecurity services. Over-rigorous
prosecution of legal prohibitions can harm information security by reducing domestic security
capabilities.®

Deception, Coercion, Inducement

The simplest, though not necessarily the easiest, way to access confidential information is to have
someone with access to confidential information give it to you. Many of the mechanisms people
have used for ages off-line work just as well online. Non-public, confidential information is an
attractive target for both criminals and law enforcement. Criminals can use confidential
information in the commission of crimes. Possessing confidential information without
authorization might be a crime itself. Law enforcement protects the public’s confidential
information and acquires confidential information about crimes to enforce the law. Both criminals
and law enforcement naturally adapt extant techniques to acquire confidential information.

Getting Information by Lying, Threatening, or Bribing

If someone has something you want, it can often be easier to get the person to give you the
thing you want than try to take that thing from them. Sometimes the only way to get information
is to have someone who has information give the information to you. One way to get someone
to give you the information you want is to trick them or lie to them, but you must be able to
deceive the information holder. Threatening people or bribing them can work, although threats
and bribes rely on your ability to carry out the threat or the bribe. In either case, the individual
without the information passes information in the form of a lie, threat, or promise of a bribe, in
exchange for the desired information.

Online deception, coercion, and inducement simply port off-line actions to great effect.
Impersonating a person who has access to confidential information is a way to “social engineer”
a hack.* Inculcating oneself into a social media group by impersonating someone else can also
give illicit access to information.* Insiders who wittingly provide information to illicit sources,
recruited either through threats or bribes, are a major threat in information security.*® Regardless
of the mechanism one uses online, the result is that an authorized information holder provides
the confidential information access to an unauthorized individual.
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Deception, coercion, and inducement online use the same logics online as offline but differ in
important particulars. Deception online is easier, mostly because careful deceivers can greatly
reduce the amount of information shared with their targets. It is easier to pretend to be someone
you are not if the only form of communication is written text. Tools and capabilities exist to
determine identities, but even if people have the expertise to use those tools, part of deception
is instilling in the target the confidence that they need not investigate further. Coercion and
inducement strictly online can be more challenging because many of the threats or promises one
would make require personal contact. Coercion and inducement may eventually result in real-
world interaction. However, sometimes threats are unique to the online environment, like
blackmail using illicitly acquired photographs.*

Criminals Use Deception, Coercion, and Inducement

Criminals use online deception to commit fraud. Posing as a potential love interest, or otherwise
exploiting prurient appetites, has a long history within espionage, known as the “honeypot” or
“honey trap” and is called “catfishing” online.*® Online dating has made romance scams even
easier, by allowing individuals access to potential victims globally, pre-sorted according to
preferences and location.*® Real-world romance scammers had to be suave, or good looking, and
at least present. Online romance scammers can attack all around the world, using someone else’s
image.

Criminals can also use deception to acquire access to other information. “Phishing” and the more
targeted “spear-phishing” are technological forms of dissembling whereby one acquires electronic
credentials by misrepresenting oneself to a target. In most cases, spear phishers present targets
with an opportunity to provide their credentials—their login, password, etc.—to a seemingly
legitimate portal.*® In reality, once the user provides their credentials, the portal will pass them
to malicious actors intent on gaining access to restricted information. Phishing emails may be
ham-fisted, and most internet users will receive several phishing emails as spam. Spear-phishing
is sophisticated, often including personalized information and appearing to come from a known
associate.>!

Coercion and inducement online produce “insider threats.”*? Insider threats are among the most
devastating information security vulnerabilities because insiders are supposed to have access to
that information. A typical insider threat would be the thwarted attack on Telsa. Egor Igorevich
Kriuchkov offered a Tesla employee $1 million to emplace ransomware, but the employee
immediately informed on the hacker.>® Had the attack succeeded, it might have been among the
most costly attacks ever. Among the most famous, and damaging, national security leaks were
those released to Wikileaks by Snowden and Manning.>*

Police Can Use Deception, Coercion, and Inducement

Because there is contact between victims and criminals, deception, coercion, and inducement
offer obvious starting points for investigation. Once someone is alerted to their deception, they
at least know they have been deceived, and the criminal may leave forensic profiles. Investigators
can often identify insider threats, and use those as a starting point for their investigation. When
“hackers” tricked a Twitter employee into disclosing a password and took control of high-profile
Twitter accounts, police used the initial contact to find and arrest the three hackers responsible.>
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Furthermore, sometimes deception, coercion, and inducement themselves are inherently illegal,
allowing enforcement to focus on information collection rather than subsequent crimes. In most
cases, one need only know an assailant is threatening a victim to know that a crime is being
committed. It is still criminal to threaten to blow someone’s brains out with a pistol you are
brandishing unless they give you their password, even if you only want the password to check
sports scores. Inducement, or bribery, is illegal in many jurisdictions, though enforcement of anti-
corruption statutes varies across jurisdictions.>®

Policing can also use coercion, deception, and inducement as a part of legal processes, but in a
different form. Warrants compel compliance by threatening imprisonment; police induce
informants with payment; undercover operations are deception. Lessons learned during
investigations help to better understand parallel criminal processes.

While police and criminals operate under different constraints, when information acquisition is
difficult for police it may be equally difficult for criminals. If the information police receive from
warrants is unusably complex or vague, it is plausible that criminals will find the same information
equally unusable when obtained illegally. Requiring companies to maintain records suitable for
police use also ensures that, if stolen, the information will be equally useful for criminals.

Mass Public Data Collection

While data collection has long been socio-politically important, the internet allows researchers,
analysts, and investigators to collect and analyze data at a previously inconceivable scale. Writers
call mass data collection and analysis big data or data analytics in different contexts.>” In this
article, I treat big data and data analytics as roughly coterminous, although they take on different
meanings. Strictly speaking, big data focuses on the available data quantity, whereas data
analytics’ focus is the techniques required to distill useful information from those data. From the
end-user perspective, such as law enforcement, the mechanisms at play are of less importance
than the resulting information.

Big Data Collects and Analyzes Publicly Available Data

Big data and data analytics are theoretically possible without the internet, and non-automated
data collection can yield useful information. Employers checking potential employees’ social media
is a common form of manual public data collection.?® Slightly more technical solutions include
companies and services like IFTTT, Zapier, or Microsoft Power BI. As data science develops,
increasingly capable companies and consultants are developing purpose-built data collection
tools. Almost everyone online can access big data without necessarily knowing much about the
information collection and analysis project.*®

The internet makes big data collection and data analytics practical, and the insights from big data
can be profound. TCP/IP makes automated information collection—data scraping—easy,
compared to data collection with legacy information technologies. The only resources necessary
to collect online information are a computer, an internet connection, and any freely available
tools. For example, with nothing more than a cheap laptop, a researcher can scrape all of the
tweets on any subject taking only as long as the download.® It is tautological, but not trivial, to
say that members of the public can collect all information available publicly online. Both individuals
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and observers seem to forget how much information is already publicly available and fail to adjust
their behavior accordingly.

Online data analytics can both distill information about individuals and extrapolate information
about the broader community. For example, searching publicly available photographs on social
media, a publicly available program can identify someone’s physical location.®! Other researchers
demonstrated that they could identify homosexuals using their public social media profile, even
when the individuals did not self-identify.®? At the other end of the spectrum, data from search
engines can track influenza outbreaks.% Aggregate information can potentially predict seemingly
inscrutable events.®* Using data analytics to aggregate public information into useful aggregate
data parallels the ability of markets to aggregate private information in the form of price.®* During
the COVID-19 outbreaks, analysts could use data from internet-enabled smart thermometers to
predict where COVID-19 risk was increasing, even before traditional tracking by the US Centers
for Disease Control had identified increased risk.%®

Although data analytics can be powerful, the information analysts will discover using big data
analysis is not always obvious ex ante. The relatively inchoate state of data analytics accounts
for some of the unpredictability of big data results. As the field develops and diffuses, experts will
be able to better predict what insights large, publicly available data can produce. Data analysts
will likely always be surprised by what they cannot discern because big data collection is largely
“catch-as-catch-can.” If analysts cannot acquire the appropriate data or lack a way to analyze the
data, then they will be unable to discern what they had hoped for. On the other hand, we are
also likely to be constantly surprised at what big data can discover. With the online environment
awash in data, enterprising analysts need only discover new measures and suitable analyses to
discover previously hidden information. Artificial intelligence and machine learning (AI/ML) further
increase the likelihood of novel information discovery.®’

Consequently, police science and society at large must constantly be on guard for possible ways
to exploit big data because we simply do not know which avenues will prove threatening.

Many companies use publicly collected data and data analytics to better tailor their business
strategies, and law enforcement may be able to avail themselves of similar capabilities. Market
research has probably been a part of business since the dawn of markets, but the internet’s
development enables increasingly sophisticated and data-rich analysis.®® Government data
sources can be among the most important sources for businesses in their data analytics.®®
Companies use their analytics to fit their offerings into the extant market, including accounting
for consumer demand and competitors’ strategies.

Entities can collect public information without the target’s knowledge or explicit consent. Many
online services offer an application programming interface (API) that allows programmatic access
to the service's information. Collecting information using APIs imposes some constraints on info
collection, but rarely notifies information users.”® Cambridge Analytica’s information collection
scheme using Facebook’s API neither violated Facebook’s official terms of service nor notified
information owners that Cambridge Analytica had collected their information.”!

Website scraping can collect any information posted on the world wide web without an API.
Services can collect information from websites, including news publications or personal websites,
for both licit and illicit ends.”? Laws like the EU’s General Data Protection Regulation (GDPR) limit
what information services can store, hypothetically reducing information exposure.”® Limiting
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information storage may reduce the information available publicly, but does not reduce the ability
to collect information.

Collecting public data online usually either collects from a list of sources or a “walk” of links or
references. Scraping data following a list involves visiting a delimited set of data sources and
collecting all the information found there, like a list of monitored websites or social media feeds.
Walks start from a list, and then follow an algorithm at each site following links to other
information sources, like starting with a Twitter feed and then scraping all feeds mentioning the
initial feed, and each feed mentioning subsequent feeds, etc. List-based data scraping efficiently
keeps track of known data sources but rarely encounters new data sources, creating blind spots.
Walk-based data can find new data sources, but following walks can be slow, and not all the
information sources the walk finds will be useful.

Criminals Can Use Big Data

Knowing how criminals use big data can be challenging and may not necessarily appear in the
public record. In most jurisdictions, using publicly available data is not criminal. Even if big data
played a crucial role in a criminal enterprise, it may be unimportant or even a distraction to
criminal prosecution, and may not appear as part of indictments. Bank robbers might use big data
to identify good targets, but if an observant beat cop captured them, the police might be unaware
of the role big data played in the operation. Furthermore, prosecutors could decide—probably
correctly—that introducing statistical analysis to a jury would impair prosecution, even if the police
knew of the criminals’ data analytics.

Because of information limitations, speculation and extrapolation play a larger role in
understanding how criminals use big data. The reliance on speculation is not necessarily
problematic, however, as it encourages criminologists to be imaginative. A forward-thinking
investigator may be able to identify potential criminal uses of big data and head them off before
it becomes a problem. Identifying potential uses before we see actual uses can also establish
measures that would identify when criminals begin to use big data. Ultimately, either police
science or criminals will come up with a use case; the only question is who gets there first, and
what the effects are on society.

Police science can rely upon examples of big data use as starting points. Using legally acquired
information can allow criminals to tailor their crimes toward specific victims. For example, the
criminals who stole John Podesta’s personal emails relied on public information to identify
potential targets.” Infamous “hacker” Guccifer never hacked his victims. Instead, he guessed
passwords using their public information.” Criminals also identify targets or times for real-world
crimes, such as identifying when potential victims are not home, using social media.”®

Examples of non-criminal big data use can also indicate how criminals might use big data by
identifying licit big data uses that could become illicit in different contexts. The identification of
potential victims could use similar data and analytic techniques as the identification of potential
customers. We may have already seen such uses of big data by criminals during the COVID-19
pandemic. During the pandemic, law enforcement observed a spike in fraud related to COVID-
19.77 Although one does not need big data to identify COVID-19 as a major issue, it is not difficult
to imagine that criminals are using publicly available data to identify good targets for their crimes.
COVID-19 caused different behavioral changes in different groups, each with their identifiers, and
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with their vulnerabilities for crime.”® Analysis and investigation may yet reveal that criminals were
using many of the same data sources and analytic techniques to identify their victims as doctors
and public health officials were using to identify health needs.

Police and the Public Can Use Big Data

In most jurisdictions, collecting and analyzing public information is not illegal, but could be used
both in criminal and policing functions. Acquiring inherently public information is a natural part of
daily life and would be difficult to regulate. Even searching for misconfigured server passwords
that would be easy to exploit can be legal and useful to find security vulnerabilities. Acquiring
public information online will consequently look similar, whether the outcome is criminal or legal.
Consequently, criminal and police use of public information will also parallel one another.

Police can use public information to more easily thwart individual crimes and criminal trends. The
ability of police to collect information about specific criminals will vary by jurisdiction. Even in
jurisdictions where legal rights constrain police collection, civil informants are often willing to use
public information to provide information to the police. Police can also follow the same aggregate
information as criminals and use that information to preemptively identify potential vectors for
crimes. If police can identify neighborhoods where many homes will be vacant over the holidays,
criminals probably can too, and police can increase patrols in that area to preempt potential crime.

Data analytics are powerful tools for the public to ensure its security. Many of the same trends
the police identify would be available to the public for analysis. Private citizens, groups, and
organizations can also use their privately collected data and share insights with the police. In the
same way, stores cooperate with police to tamp down theft and credit card fraud at the local
level, they can cooperate to identify risks to public safety in their data. Many such endeavors exist
already in the developed world, but as the internet increasingly infiltrates daily life those
opportunities will expand.

Police using data analytics may rouse popular objections and may pose constitutional challenges
in many countries. Although some case law and legal protections exist, no consensus has emerged
on which kinds of public information police can use. Following Wikileaks’publication of documents
Edward Snowden exfiltrated, a firestorm erupted surrounding government use of cellphone
metadata, one source of big data.”® Although Snowden’s leaks dealt with National Security Agency
programs, (an intelligence and not law enforcement agency), we should expect similar qualms in
many countries if police used similar capabilities. Nonetheless, it seems likely most jurisdictions
might allow police to use some data analytics capabilities. Legal systems that protect privacy
distinguish between public and private information from unnecessary government surveillance
and protect private information. What remains is a socio-political settlement as to what constitutes
public and private information.

Conclusion

This article has probably inspired in its readers more questions than it has answers, and it should.
No matter how familiar the internet seems in our daily lives, many of its effects remain poorly
understood and scarcely explained, especially within broader intellectual and professional
communities. Not every potential effect of the internet merits an independent explanation by
experts within each field. Perhaps the internet has not sufficiently changed organized crime, for
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example, that there should be an entire study examining the internet’s effects on the mob. The
internet has probably had enough effect on organized crime that scholars should account for it.

This article remedies one obstacle to better understanding the misperception of online information
as monolithic. For many people, all information online is the same because it all comes from
computers. For police science, however, there are important distinctions between online
information sources. The legal and technological remedies available for each information source
are different.

Knowing where meaningful, observable boundaries exist groups appropriately similar phenomena
together. This article shows why Russian agents searching Hillary Clinton’s public websites for
emails they can use for spear-phishing is similar to those same agents collecting information on
voters from public registrars even though they had disparate effects.®’ Though used for similar
effect, hacking into the Democratic National Committee and spear-phishing John Podesta were
not similar information sources.8! Differentiating among the different information sources will
make future research more reliable and useful.

This article has also proposed police and police science can use different information sources,
sometimes in ways similar to the ways criminals use online information. Criminologists should
understand the power of the internet and its information from criminology and policing. Treating
the internet as a boogeyman, or at best a useful venue for non-policing activities, short-changes
police of a useful tool. By learning the internet’s power and limitations in crime prevention, police
and criminologists will also learn the internet’s power and limitations for crime.

Perhaps the most important question this article only pays glancing attention to is the appropriate
role for police online. One need not be a civil libertarian to worry that police may abuse their real-
world authority online. Although we may normatively ask the proper role of police online, practical
questions should inform future discussions. Only when we know what trade-offs we make by
allowing police to engage in certain practices online can we make reasonable policy conclusions.

To the police scientist, the first question they should ask is: of the things that I study, what might
online information change, and how? There is no reason to assume online information will change
anything at all, but until scholars ask the question we cannot know. The first step in that inquiry
is to identify the role information plays in different facets of police science. Having identified
information’s role, one or more of the information sources discussed in this article may
recommend itself for further inquiry. Good inquiries are likely to set off dialogues among the
various intellectual stakeholders, but in the dialogue we can progress closer to a full
understanding of this new world we live in.
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